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DNS Resolution ResoLverRFuUzz [4] Infrastructure Identified Vulnerabilities
: L : : * Input: Query/Response generator. = Tested on 6 mainstream DNS software.
= Translate human-friendly domains into machine-friendly IP addresses. T , , , ,
, 4 , 4 = Output: response, cache dump, network traffic packets (tcpdump), system logs. = 23 vulnerabilities identified, 19 confirmed, 15 CVEs assigned, categorized into 3 classes.
= Recursive process. Root servers, Top-Level Domain (TLD) servers, etc. S Orade 3 aracles tor each kKind of vulneralbilities
= Mult p|e roles. Forwa rders’ recursive reso|ver5’ nameservers (NS@S) s MaginotDNS Phoenix Domain TuDoor
[_Iclient E Resolver B, :r"",‘eer' [Security’23, Black Hat USA’23] [NDSS’23, OARC’39, Black Hat Asia’23] [S&P’24, OARC’42]
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= Client response R < | | Cachelo9 | ClusterauFiter | Coneeney | Total | 3 1 3 6 |13] 1 2 1 2 1 1 1|39 i 23
= - | Byte-level | por | Vulnerability |
E Rec ursive ) . . |___mutator traffic or bug *: Recursive or forwarding modes. ': They are triggered by different responses and their cache are inconsistent. 2: Total. v'or v/: Vulnerable.
resolver > SLD (cnn.com) # Amount of test cases: CP1 (19), CP2 (1,422), CP3 (111,328), CP4 (7,856), RC1 (539,745), RC2 (112,126), RC3 (88,935), RC4 (132), RC5 (272)
AUth = L= J N RC6 (6,264), RC7 (4,448), and CC1 (5).
response R, =—| Nameserver Challenges 1: Non-Crash Vulnerabilities

Input Generation

= DNS vulnerabilities does not always lead to crashes.

, , , , , = Two dimensions. Generate a pair of query and response in each round.
= Focus on categories of identified bugs via CVE study on CVEs ranging from 1999 to 2023.

DNS Complexity and Vulnerability

= Grammar-based fuzzing. Generation is based on Probabilistic context-free grammar (PCFG).

= Over 100 RECs.  OVE = Byte-level mutation [1]. Special characters (\., \OOO, @, /, and \) are embedded.
= Many use cases. \Web browsing, email, zero-trust network, autonomous vehicle, etc. Software” Non-crash Crash ]
. . . Total Evaluation Results
- Many |mplementat|ons. 20+ vv|de|y used DNS software. Cache Poisoning | Resource Consum.'| Others”| Total | Non-memory | Memory | Total
= Fragmented service ecosystem. Millions of NSes, open/local resolvers, and forwarders. BIND 18 18 11 47 75 22 97 144 Opcode LQUERVi L BIEIEY
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Chauenges 2" Stateful FUZZing Client-queries and NS-responses. Resolver-responses.
. A DNS: g_) 5| 7 CDNS w/o f.b. =T
Standard fuzzing: .
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Throughput (“Thruput”) of 4 modes with regard to the number of units. CONS w/o f.b., CDNS w/ f.b., Recur-only and Fwd-only refers to
CDNS without fallback, CONS with fallback, Recursive-only, and Forward-only.
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